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SFTP TASK HANGS DURING AUTHENTICATION   

MEMO #: CL4-11142016-016 

PURPOSE 

This document describes a code enhancement that allows you to configure SFTP session properties in order to 
address an issue in which SFTP tasks were hanging while attempting authentication.   

 Related ticket: http://rizzo:8080/redmine/issues/43765 

 

In SFTPClientTask, in method establishConnection, code was added that looks for the existence of a new properties 
file:  

<Runtime-Workspace-Dir>\resources\config\server\misc\sftpConfig.properties.  

If the file is not present at the time of the SFTP business process task running, the code will execute in the same 
manner as it did prior to this enhancement. 

If the property file is present, it will apply properties that are relevant to this particular SFTP task. It looks for 
relevant properties in two ways: 

1. properties that contain the prefix “global_” are relevant to all SFTP tasks (with one exception, explained 
below) and 

2. Properties that contain the prefix that is equal to the “Server Hostname/IP” (plus “_”) parameter value of 
the SFTP business process task.  
 
Exception: if the same property is present in two entries in the properties file; one entry having the 
“global_” prefix and the other having the “Server Hostname/IP” (plus “_”) prefix, for the SFTP task having 
the equal “Server Hostname/IP” value, that property value is applied, and the “global_” property value is 
ignored. 
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For the following examples of the sftpConfig.properties file, assume a Clarify Server having 3 SFTP 
business process tasks A, B, and C, and each task is configured to interact with the corresponding SFTP server as 
follows: 

A) 192.16.4.28 
B) test.rebex.net 
C) 24.236.16.80 

Example 1 

global_PreferredAuthentications = publickey,keyboard-interactive,password 

Result: all three SFTP tasks A, B, and C, will run with the PreferredAuthentications setting set to 
“publickey,keyboard-interactive,password”. 

Example 2 

global_PreferredAuthentications = publickey 

192.16.4.28_PreferredAuthentications = publickey,keyboard-
interactive,password 

Result: SFTP task A configured for server 192.16.4.28 will run with the PreferredAuthentications setting set to 
“publickey,keyboard-interactive,password”; all other SFTP tasks (B and C in this scenario) will have the “global_” 
setting applied and so will run with PreferredAuthentications set to “publickey”. 

Example 3 

test.rebex.net_PreferredAuthentications = publickey,keyboard-interactive,password 

Result: SFTP task B configured for server test.rebex.net will run with the PreferredAuthentications setting set to 
“publickey,keyboard-interactive,password”; all other SFTP tasks (A and C in this scenario) will not have any custom 
setting applied; they will run the same way as prior to this enhancement being implemented, with whatever the 
default is for this setting that the JSCH code defaults to if it is not explicitly set. 

FINAL COMMENT 

This enhancement was made specifically to be able to configure the PreferredAuthentications setting (and the 
examples above correspondingly highlight that setting specifically). However, the enhancement was implemented 
with the mindset that, should the need arise in the future to set any of the other settings as defined in the 
setConfig method documentation here… 

 
https://epaul.github.io/jsch-
documentation/simple.javadoc/com/jcraft/jsch/JSch.html#setConfig(java.lang.String,%20java.lang.St
ring) 

 
…that this implementation in its current form should support setting any of these other config settings as well (in 
the same form as the PreferredAuthentications setting was described in the examples above). 
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